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INTRODUCTION TO HOMELAND SECURITY 

Note: The prior Homeland Security Sector report provides a detailed introduction to the US Homeland 

security agencies and their background and functions.  I donôt want to repeat all the information here, but 
to provide some updated material and a general overview of the sector and agencies.  Please see the 

prior reports to form / create a complete background.  Portions of the following material incorporated 

below are from the prior work created by Ryan Fuhrmann, CFA. 
 

Homeland Security, as defined by the National Strategy for Homeland Security
i
 (ñthe Strategyò), is as 

follows:   
 

ñHomeland Security is a concerted national effort to prevent terrorist attacks within the United States, reduce Americaôs 
vulnerability to terrorism, and minimize the damage and recover from attacks that do occur.ò 
 

The advisory system, in addition to publishing the current threat level and its corresponding color code, combines 

the threat assessments with specific information (when available) and public communication.  The systems three 

main components consist of: 
 

 Homeland Security Threat Advisories: Actionable information about threat incidents involving 

or targeting crucial networks, infrastructure, or key assets.  Formerly called óAlerts,ô advisories 
could suggest a change in readiness postures, actions or responses.  The target audience includes 

Federal, State, and Local governments, private sector organizations, and international partners. 

 Homeland Security Information Bulletins:  Information releases that do not meet the 

immediacy requirements of Advisory releases.  This could include statistical reports, summaries, 

response reporting, or standards and tools reporting.  The target audience includes Federal, State, 
and Local governments, private sector organizations, and international partners. 

 Color Coded Threat Level:  Used to communicate with public officials, and the public-at-large, 

the protective measures that should be currently put into use.  Changes in the color levels have 

shown to have economic, physical, and psychological effects on the nation so the agency has 
designed the system to be able to put different threat levels into use for different geographical 

areas of the country. 

 
The threat level system currently uses a set of color codes to define the threat 

status: red/orange/yellow/blue/green.  These colors represent the probability of a 

near-term terrorist attack.  This is an exceedingly complex topic to define and 

understand. It involves efforts both at home and abroad and demands a range of 
government and private sector capabilities as well as a coordinated and focused 

effort from different entities that have not historically been compelled to focus on 

security efforts. The Strategy established three objectives based on the definition 
of Homeland Security as previously stated: 

 
1. Prevent terrorist attacks within the United States; 

2. Reduce Americaôs vulnerability to terrorism;  

3. Minimize the damage and recover from attacks that do occur. 

 

 
 

The events of 9/11 have had a profound effect on the way in which our country views national security.  

Since that time, federal, state, and local law enforcement agencies have been thrown onto the national 

stage and subjected to redefined and newly evolving roles.  According to the Strategy, they should now 
óassign priority to preventing and interdicting terrorist activity within the Unites States.ô

ii
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National Strategy 

The events of 9/11 changed the way America deals with terrorism and domestic attacks by small-

organized groups.  Prior to 9/11 each agency and law enforcement agency acted alone, with little 

cooperation or information sharing between agencies.  Most terrorist acts were treated as law enforcement 
matters, with main jurisdiction being either the local authority or the FBI. 
 

Prior to 9/11, our security institutions were designed to fight and win the Cold War.  As we all know, the 

cold ware is over; we ówonô that one.  But, we did not change our security institutions to reflect our 

victory.  The 9/11 Commission Report outlined several changes they felt were important in the 
restructuring of our institutions to deal with these new threats: 
 

ðunifying strategic intelligence and operational planning against Islamist terrorists across the foreign-

domestic divide with a National Counterterrorism Center; 

ðunifying the intelligence community with a new National Intelligence Director; 

ðunifying the many participants in the counterterrorism effort and their knowledge in a network-based 

information sharing system that transcends traditional governmental boundaries; 

ðunifying and strengthening congressional oversight to improve quality and accountability; and ð

strengthening the FBI and homeland defenders. 
 

Many of these changes were under way as the Bush Administration moved quickly to consolidate the 

functions of national security into one agency ï the Department of Homeland Security (ñthe 
Departmentò).  On November 26, 2002, after months of negotiations and political wrangling, the agency 

became official as President Bush signed legislation approving the largest reorganization in the U.S. 

government since the creation of the Department of Defense in the 1940ôs.  Tom Ridge, a former 
governor of Pennsylvania, became its first head.  The new entity consolidated an estimated 22 former 

agencies and 180,000 employees into one department.   Additionally, resources committed increased three 

fold (see below for further budgetary details).  Since September 11, there have been no additional 
significant terrorist tragedies within U.S. borders.  The Bush Administration has announced numerous 

advances from its initiatives, including the arrest or death of approximately 75% of senior al Qaeda 

officials, the capture of an estimated 4,000 terrorist óoperativesô globally, and the capture of roughly $140 

million in terrorist funds throughout the world. 
iii
 

 

In July 2004, The 9/11 Commission Report
iv
 was released.  This document was a final report compiled by 

the National Commission on Terrorist Attacks upon the United States; it offered a detailed history of 

developments pre- and post-9/11 and also offered its interpretations of certain failures or systemic flaws 

in U.S. national security that could have possibly prevented such an attack.  The report cited operational 
failures, such as a lack of information sharing between agencies (e.g. the inability of the FBI to effectively 

compile data from its field agents to assist with national priorities, or that one hijacker had links to attacks 

on the battleship USS Cole), problems at the CIA and FBI regarding very decentralized organizations that 

inhibited information gathering, ópermeable bordersô and weak immigration controls (e.g. false 
documents, incomplete watch lists, ópermeable aviation securityô that led to the use of U.S. planes as 

weapons against its citizens), and the fact that U.S. banks and financial institutions were used to funnel 

resources to terrorists living within U.S. borders.  Currently, there are a number of initiatives and 
improvements to Homeland Security that are being undertaken by public and private organizations to 

address systemic security failures.  
 

In the first quarter of 2005, Michael Chertoff
v
 was chosen to head the Department of Homeland Security.  

In a recent interview with BusinessWeek
vi
, Mr. Chertoff highlighted his ambition to make the private 

sector more accountable for defending the nation against terrorist attacks and to act as a first responder 

should such attacks occur.  With the exception of the airline industry that has received and will continue 

to receive attention, other industries are expected to face increased scrutiny.  Mr. Chertoff ordered a sixty-
day review of the agency to realign priorities and strategies.  His focus has been on a cost-benefit study of 

Homeland Security and to ensure that major security threats are properly being addressed.  

http://www.9-11commission.gov/report/911Report.pdf#search='9/11%20Commission%20Report'
http://www.9-11commission.gov/report/911Report.pdf#search='9/11%20Commission%20Report'
http://www.dhs.gov/dhspublic/display?theme=11&content=4353
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In July 2005 Mr. Chertoff announced reorganization to the Department.
vii

  He announced a number of 

changes intended to allow the Department to evolve from its 2002 creation and remove bureaucratic 

inefficiencies and increase ónimblenessô and focus more closely on higher probability events.  Mr. 
Chertoff announced other changes as well such as by adding a Chief Intelligence Officer.     
 

Government Agencies and Initiatives 

Below is an organizational chart detailing the hierarchy for the Department
viii

: 

 
Source: http://www.govexec.com/homeland/HSchart.htm 

http://www.govexec.com/homeland/HSchart.htm
http://www.govexec.com/homeland/HSchart.htm
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A number of major agencies were consolidated under the umbrella of the Department of Homeland 
Security.  Major agencies centralized into the Department include the Department of Immigration and 

Naturalization Services (INS), U.S. Customs Services, U.S. Coast Guard, and the Transportation Security 

Agency (TSA).  This was seen as necessary from the standpoint of having a more unified front to respond 

to threats and attacks.  For instance, before government agencies were realigned, it was estimated that 
twelve different federal agencies could have responded to a chemical or biological attack.

ix
  

 

More Private Sector Opportunities 

 

The Dept of Homeland Security, indirectly admitting that the gargantuan task of securing our borders, has 
budgeted $2 billion dollar for a comprehensive project to secure the borders. 

 

The contract will call for the company to design a strategy, utilizing both current border agents and 
technology.  Perhaps utilizing remote controlled cameras.  This contract has attracted the attention of 

large corporations such as Boeing, Raytheon, Northrop Grumman, and even Erickson.  Erickson currently 

provides a similar service for the borders in Finland. 
 

The 2007 vs. 2008 Budget 

 

Overall, the 2008 budget shows an increase of over 7.6% in the discretionary use category to $37.7 

billion, with a net discretionary amount of $34.3 billion. In addition some of these changes 2008 vs. 2007 
show how the Department focuses on different areas.  For example, the 2008 budget increases non-

defense related homeland security spending by 9.5%.  The budget also includes the following items:  

 

 $13 billion to strengthen border security and management, with $1 billion in fencing on the 

Southwest border. 

 Funds hiring 3,000 new border agents, doubling the force by the end of 2008, 950 new detention 

beds. 

 $2billion in First Responder grants 

 Enhances the ability to trace the origins of Nuclear and Radiological materials 

 Strengthens FEMAôs partnerships with the States 

 Increases the number of fingerprints obtained at border entries from 2 to 10. 

 

 

Department of Homeland Security  
(In millions of dollars) 

  
2006  

Actual 

Estimate 

2007 2008 

Spending           

   Gross Discretionary Budget Authority:          

      Departmental Management and Operations 856 915 998 

      Office of the Inspector General 82 99 99 

      Citizenship and Immigration Services 114 182 30 

         Legislative proposal ð ð ï 
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Department of Homeland Security  

(In millions of dollars) 

  
2006  

Actual 

Estimate 

2007 2008 

      United States Secret Service 1,219 1,277 1,399 

      Customs and Border Protection 5,865 6,442 8,791 

      Immigration and Customs Enforcement 3,633 4,444 4,781 

      Transportation Security Administration 5,891 6,010 6,399 

      United States Coast Guard 6,710 7,052 7,272 

      Federal Emergency Management Agency (FEMA) 6,146 6,013 5,187 

         State and Local Programs (non-add) 3,378 3,393 2,196 

      Science and Technology 1,467 848 799 

      Domestic Nuclear Detection Office (DNDO) 1   ð 481 562 

      National Protection and Programs Directorate 947 941 1,164 

      Federal Law Enforcement Training Center 279 253 263 

      Other 4 ð ð 

   Total, Gross 33,213 34,957 37,740 

      Less fee-funded activities ï2,545 ï2,976 ï3,452 

   Total, Discretionary budget authority (net) 30,668 31,981 34,288 

            

    Memorandum:          

       Budget authority from enacted supplementals ï15,792 1,919 ð 

       Additional funding requirements  ð 3,520 2  225 2  

            

   Total, Discretionary outlays 52,695 46,956 42,904 

            

   Mandatory Outlays:          

      FEMA 16,519 3,014 343 

      Citizenship and Immigration Services 1,584 1,776 2,386 

      United States Secret Service 201 200 210 

      United States Coast Guard 1,212 1,295 1,431 

      All Other ï3,104 ï2,811 ï4,062 

   Total, Mandatory outlays 16,412 3,474 308 
            

   Total, Outlays 69,107 50,430 43,212 
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Department of Homeland Security  

(In millions of dollars) 

  
2006  

Actual 

Estimate 

2007 2008 
            

Credit activity            

   Direct Loan Disbursements:          

      Disaster Assistance 629 516 79 
 

1 
DNDO received $125 million in 2006 in the Science and Technology appropriation.  

 

2 
$120 million in 2007 and $225 million in 2008 is proposed to be transferred from the Department of Defense to the United 

States Coast Guard.  

 

Source: http://www.whitehouse.gov/omb/budget/fy2008/homeland.html 

 
 

 
 

 
The budget is based upon meeting the mission objectives and needs of the agency and the nation.  These 

objectives are summarized below.  Again, further detail can be obtained by reading the document 
ñHomeland Security, Budget in Brief 2008,ò located at: 

http://www.dhs.gov/xlibrary/assets/budget_bib-fy2008.pdf. 
 

 

http://www.whitehouse.gov/omb/budget/fy2008/homeland.html
http://www.dhs.gov/xlibrary/assets/budget_bib-fy2008.pdf
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The new budget also contained some procedural, staffing and operational changesé I have listed below 

some of the more relevant items: 
 

 6,000 guards and 10% staff have increased the National Boarders. 

 

 Non-Mexican immigrants are finding it harder to remain in the United States with the new policy 
of ñCatch and Returnò. 

 

 By deterring illegal immigrations security has been strengthened CPB agents have reduced the 
number of apprehensions by 8%. 

 

 ICE has had a 12% increase in removal of illegal aliens form the prior fiscal year and increased 

the bed size in its detention centers. 

 

 US Visit Biometric programs have increased 185%. The use of Biometrics has helped the DHS to 

keep 1,100 criminals and visa violators as well as terrorists off of American soil. 

 

 While responding to the liquid explosive treat the TSA was able to perform necessary passenger 

screening operations preventing and protecting against adverse actions while attaining a new high 

in customer satisfaction. In response to the foiled terror plot in England the TSA was able to train 
it 43,000 security staff to address the threat of liquid explosive. 

 

 The CBP increased the percent of shipping containers processed through its container security 
initiative prior to entering U.S. ports of 48 % to 82%. This significantly decreases the risk of 

terrorist materials entering our country while providing processes to facilitate the legitimate trade 

and travel from more foreign ports. 

 

 DHS deployed 283 new radiation portal monitors throughout the nations ports of entry. 

 

 The Domestic Nuclear Detection Office Awarded over 1Billion for Next Generation Nuclear 
Detection Devices. The award of Advanced Spectroscopic Portal program enhances the detection 

of radiological and nuclear materials at the Nations Port of Entry. 

 

 The Coast Guard officially assumed responsibility for air intercept operations in the Nations 
Capital from the CPS. 

 

 FEMA increased registration capability to 200,000 victims a day through its toll-free registration 
number, on-line registration process, registering individuals in shelters and using mobile units. 

 

 FEMA implemented the Total Asset Visibility program to provide enhances visibility, awareness 

and accountability over disaster relief and resources. 

 

 DHS Awarded 2.6 billion for Preparedness, approximately 1.9 billion in funds has been awarded 

to state, and local governments for equipment, training exercises to increase the level of security, 
300 million was awarded to strengthen the nations ability to prevent, protect against, respond to, 

recover from terrorist attacks, major disaster. 300 million was distributed in fire grants to fire and 

emergency organizations to enhance their response capabilities. 

 

 The DHS has awarded 34 % of DHS prime contracts to small businesses, exceeding the goal by 

4%. 
 

 

Additional information concerning DHS 2006 accomplishments are contained in the press release under 

the ñHomeland Security ï Recent Developmentsò section inside of the article titled ñFact Sheet: Select 

Homeland Security Accomplishments For 2006.ò 
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DETAILED BUDGET 
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Above chart from: Homeland Security Budget in Brief, 2008 
 

 

The detailed budget above shows the amounts that the agencies received in discretionary funding and its 

change from the prior year.  Reviewing this chart reveals the administrations ófocusô agencies; i.e. those 
that are receiving the highest funding growth rate. 
 

Not surprisingly, the highest percentage growth (of 31% vs. 36% revenue growth last year) is again 
enjoyed by the US Customs & Border Protection division.   From our (your) perspective, as investors, this 

information will allow you to determine what specific area of the Homeland Security Area that you may 

wish to concentrate your investment funds.  What does the US Customs & Border Protection unit buy?   

Producers of surveillance and Arial border patrol devices may benefit from the increased funding of this 
unit.  One such company, profiled previously in this report, Groen Brothers Aviation (GNBA), produces 

these types of products. 

 

US Customs and Border Protection  (CBP) 

 

Budget: $10.174b 

Percent of Total DHS: 22% 
 

CBP is the responsible for protecting the sovereign borders of the US and at ports of entry.  The agency 

protects the public against terrorists and the instruments of terror, and regulates the lawful movement of 

goods across the borders.  
 

Some activities of this agency are visible as border agents at airports and other ports of entry.   
 

A detailed budget request is provided below.  Source:http://www.dhs.gov/xlibrary/assets/budget_bib-

fy2008.pdf 

http://www.dhs.gov/xlibrary/assets/budget_bib-fy2008.pdf
http://www.dhs.gov/xlibrary/assets/budget_bib-fy2008.pdf
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